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Platform for Engaging Everyone Responsibly (PEER)	  

Purpose	  of	  the	  Registry	  
The objective of the Platform for Engaging Everyone Responsibly (PEER) (all special terms are 
defined in Appendix A) is to create a multi-condition, multi-purpose health information registry 
that will help to advance biomedical research, enable better access to support services for 
affected individuals, and more effectively serve the needs of individuals and their families whose 
health information is contained in the registry. 
 
For those registry participants who are willing to authorize discovery and use of the information 
they place (or cause to be placed) into PEER, the system will overcome some of the more serious 
limitations to data sharing, and, among other things, permit contact when and as desired between 
these individuals and the researchers and/or disease support organizations they expressly 
authorize.  In turn, as and when authorized by the individual participants, PEER will also 
facilitate incorporation of de-identified information in various research platforms, as well as 
enable expressly authorized professionals to screen for (and with express permission, to contact) 
prospective subjects for the purposes of clinical trials and research studies and/or providing 
disease-specific support services. At the same time, for participants who would prefer to limit 
and/or altogether prohibit discovery and/or use of their information (at the individual’s sole 
discretion, including de-identified information and/or personal contact information), PEER will 
effectively treat the content of such records as though this information is not present in the 
system. 
 
As described in this application, PEER incorporates a number of technological innovations and 
unique characteristics that assist in fulfilling the foregoing objectives.  The overriding principle 
that PEER employs, both in policies and the use of this underlying technology, is that the 
individual participant controls all decisions with respect to authorizing or denying discovery, 
access, and the right to use or export a participant’s information.  Thus, through the use of 
policy-aware access controls that effectively position individual participants as the gatekeeper to 
data sharing with respect to their information, PEER is able to overcome key constraints in the 
present biomedical research paradigm. 
 
While HIPAA assures privacy protections for patients’ clinical information, each Covered Entity 
with which the patient interacts (each doctor, hospital, insurance carrier, lab, pharmacy, etc.) 
effectively controls access to a different slice (in substance and time) of the patient’s clinical 
data.  As a result, data “silos” are created because each institution separately administers HIPAA 
directives for only the data it receives and/or generates.  This fact creates two critical problems 
for medical research and support services, effectively slowing progress and undermining the 
effectiveness of both:   

1. First, data silos limit the enlightened self-interested inclination of many patients to share 
their data with qualified research efforts and/or support professionals from whom they and 
others could directly benefit, including being considered for participation in relevant 
clinical trials and research studies; and 

2. Second, data silos limit the ability of researchers to find significant correlations and trends 



	   –	  5	  –	  

across diverse populations, diseases, pathways, and/or systems; or through longitudinal 
data aggregation. In the context of support organizations, this challenge manifests in the 
inability to timely and effectively reach affected individuals with information about 
alternative treatments and peer-to-peer support. 

 
The key component of this innovative strategy is to recognize individual participants as the 
central element in data sharing by enabling each individual to control how their clinical and 
personal information is discovered, accessed and shared.  PEER achieves this through granular 
and dynamic sharing, privacy and access controls, and communities of trust, via a secure 
technology platform that can be accessed from virtually any standards-compliant Web browser 
or mobile device. 

Background	  

Components	  
PEER contains participant self-reported information, and anticipates receiving data in the future 
from third-party record holders such as hospitals, doctors, laboratories, pharmacies and others in 
response to requests communicated to these parties by participants using tools provided through 
the registry.  The high-level architecture of PEER is illustrated in Figure 1. 

 
Figure 1 – High-Level PEER Architecture  
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All information – both de-identified as well as personal contact information – that is contained in 
PEER is protected from unauthorized discovery, access, use and/or export through intense 
security protections in concert with specially designed user tools and services.  These web 
services-based tools (collectively referred to as PrivacyLayer®) in turn support a rules-based, 
privacy-enabled network infrastructure that permits each participant to express his or her privacy 
preferences through a combination of advance authorization and dynamic consent permissions 
which effectively defer a final decision as to whether sharing will be authorized until more 
specificity is provided by the proposed recipient of such information. 
 
Private Access, Inc. provides the PrivacyLayer technology, which in conjunction with PEER’s 
Privacy Policy, is a key component of PEER.  As more particularly described herein, through the 
use of PrivacyLayer (which participants employ pursuant to an End-User License Agreement, or 
EULA, by and between the participant and Private Access), PEER’s Privacy Policy assures each 
participant the right to control access to his or her own information.  The PEER system also 
includes major integrated subsystems for questionnaire presentation (using a “gamified” user 
interface provided by Traitwise, Inc.); for storage of de-identified information; and, when 
permissible in accordance with an individual’s express authorization, for analysis of aggregated 
results (employing the Research Electronic Data Capture [REDCap] application).  In the future, 
PEER may also integrate one or more facilities for identity verification of participants, and other 
systems for analyzing and presenting de-identified information, including i2B2 (Informatics for 
Integrating Biology and the Bedside), an NIH-funded biomedical computing platform based at 
Partners HealthCare System; TranSMART, and other platforms.  These and other components of 
PEER have been designed and implemented (or, as applicable, will be implemented) utilizing 
commercial, industry-proven technical protocols, development methodologies, and design 
patterns.   

Uses	  of	  Collected	  Data	  
One of the major categories of anticipated uses for participants’ information in PEER (predicated 
in each instance, however, to such use having been expressly authorized by the individual 
participant in the manner described herein) is to enable one or more designated researcher, or 
aggregation of particular researchers, to discover if a registry participant could be of interest as a 
possible clinical trial or research study participant.  A second major category of anticipated uses 
for participants’ information in PEER is to enable one or more designated disease support 
organizations to discover a registry participant who is interested in being discovered by such 
groups for educational and affinity-based community support.   
 
In these and related cases, the participant is additionally able to authorize direct contact by these 
parties either through advance authorization, or by express consent at the time the researcher or 
disease organization representative applies to make contact with that participant and discloses 
corresponding details about themselves and the purpose of the proposed contact.  A third major 
category of anticipated uses of participants’ de-identified information in PEER is to enable 
export of such information to one or more designated research platforms, when and as authorized 
by the individual participant. 
 
A number of entities, including, but not limited to, academic institutions, pharmaceutical and 
biotech companies, and disease advocacy organizations, may thereby be assisted by PEER’s 
functions and features to more expeditiously connect with individuals to whom their work may be 
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relevant.  Moreover, through a system of active alerts that each such entity may establish, such 
one-to-one matching of the needs and interests of individual participants may occur at the time 
that a new participant joins PEER, rather than requiring that the participants be in the system at 
the time the researcher or disease advocacy representative initiates his or her queries.  In addition 
to search results and receiving notifications based upon such active alerts, such authenticated 
parties are able, once prior authorization is obtained, to analyze de-identified clinical information 
for these participants, which can currently be conducted using the REDCap application.   
 
By employing a second Private Access application known as RecruitSource®, properly 
authenticated and identity-verified users such as medical researchers and/or disease advocacy 
organization representatives are able to employ a search engine-style interface to query for and, 
when authorized by the participant to whom such data elements pertain, to receive back search 
results for persons who fulfill the search inquiry.  As an example, Private Access is presently 
working with a pharmaceutical company to use RecruitSource to identify potential subjects with 
Stage 4, unredactable hepatocellular carcinoma (HCC) who may fulfill key inclusion criteria 
making them potentially suitable to be screened and, if confirmed, suitable for randomization for a 
particular clinical trial protocol.1   
 
In another example, Genetic Alliance utilized customized versions of PEER to “crowd-source” 
perspectives from individuals living with sickle cell disease and sickle cell trait for the Patient-
Focused Drug Development (PFDD) initiative of the Food and Drug Administration, and will 
shortly be launching a similar initiative for crowd-sourcing perspectives from individuals living 
with idiopathic pulmonary fibrosis.  IRB approval for this project is from Genetic Alliance 
Institutional Review Board: IRB00003999 (see Appendix B for their bios). Genetic Alliance has 
a Federal Wide Assurance: FWA00017292.  

Governance	  
The overriding governance principle of PEER is that individual participants govern data access and 
use – not just of personally identifying information such as name and contact information, but also of 
de-identified health information.  Moreover, every research project or clinical trial that applies to use 
data from PEER is required to have IRB or independent ethics review, and either exemption or 
approval, for that specific use.   
 
PEER has a novel governance structure and technology architecture that empowers each person who 
participates in the registry (or his or her authorized representative) to control who can see his or 
her own health information, when, and for what purpose(s).  As noted, this includes all forms of 
the information, including de-identified, pseudo-anonymized, and fully identified health 
information, as well as personal contact details. By addressing all data elements (including de-

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1	  	   This	  use	  of	  PEER	  was	  approved	  under	  separate	  IRB	  applications,	  initiated	  by	  the	  research	  
sponsor,	  Bayer	  HealthCare	  Pharmaceuticals,	  Inc.,	  on	  behalf	  of	  active	  study	  sites	  located	  at	  
Georgetown	  University,	  Tufts	  Medical	  Center,	  University	  of	  Chicago,	  and	  Mount	  Sinai	  Medical	  
Center	  in	  New	  York.	  	  The	  Tufts	  and	  Mount	  Sinai	  IRB	  reviews	  were	  conducted,	  and	  approvals	  
independently	  granted	  by	  Western	  IRB	  (each	  with	  reference	  to	  IRB	  #20121899).	  	  Similar	  
reviews	  were	  conducted,	  and	  approvals	  attained	  from	  AURA/BSD	  Institutional	  Review	  Board	  at	  
the	  University	  of	  Chicago	  (IRB	  #13-‐0292)	  and	  MedStar	  Health	  Research	  Institute-‐Georgetown	  
University	  Oncology	  Institutional	  Review	  Board	  (IRB	  #2012-‐1551).	  
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identified data) that will be included in the registry, these governance policies meet and, in some 
cases exceed, the levels of participant controls required for Covered Entities under the Health 
Information Portability and Accountability Act (HIPAA) and the HITECH Act.  Unlike some 
databases, which permit access to de-identified information without the individuals’ consent, 
PEER specifically imposes on itself the requirement of prior authorization and/or express 
consent by the individual participant for even these uses, and further approval for specific uses.   
 
Utilizing PrivacyLayer, each PEER participant is empowered to “Allow”, “Deny” or indicate 
that he or she wishes to be asked in advance by indicating “Ask Me”, when specific details 
become known with respect to permitting a properly authenticated party to discover, use, or 
export the participant’s information.  This sort of authorization, as used within PEER, is 
distinctly different from an “informed consent” by an individual to participate in research. 
Within PEER, the participant’s authorization or consent only indicates his or her preference 
regarding the discoverability and potential accessibility for use of the information in his or her 
PEER account. The right of anyone to use PEER to discover or propose to use information is 
predicated on such searcher demonstrating that he or she has an IRB or independent ethics 
committee approval for such specific trial or project. 
 
The issue of potential for conflict of interest, or appearance of a conflict of interest, of the 
foregoing uses of PEER and other foreseeable conflicts given the short- and long-term plan for 
how the registry will work, who will pay, and who stands to benefit, is addressed explicitly in 
this application. The Genetic Alliance’s BioTrust Ethics Team (herein referred to as the Ethics 
Team, see Appendix B for bios) is designed to minimize any potential for harm to participants 
arising from such conflicts, if any. The Ethics Team will review and add greater protections if 
deemed necessary in light of user reports and observations based on early use of the platform.  
Generally speaking, we believe that the authorization and consent process being employed by PEER is 
above and beyond what it is called for under Title 45 CFR, Part 46 (the Department of Health 
and Human Services’ Policy for Protection of Human Research Subjects). 
 
Because this application seeks authorization to operate PEER indefinitely, various on-going 
obligations, including for continuing oversight and regular review by the Ethics Team and 
Genetic Alliance IRB are described.  Among other things, these protections include a process for 
reviewing the experience of individuals who have granted, or who may in the future grant 
Genetic Alliance permission to review and analyze the effectiveness of PEER itself.  Without 
limitation, we intend to review pricing policies to the extent a party who may be denied access to 
data that is authorized by a participant feels PEER’s pricing policies for such access may exceed 
reasonable market rates (as now required by HITECH).  In addition, we intend to review the 
adequacy afforded by the PEER present requirement that prior to any research studies, clinical 
trials and other prospective data uses being offered to participants, such data uses will be subjected 
to appropriate independent ethics committee and/or institutional review board review processes 
according to good clinical practices, applicable laws and regulations. 
  
The foregoing description represents a summary only, and is qualified by the more detailed 
responses that follow in this application. 

Exclusions	  
It is important to note that this IRB application strictly covers creation of the PEER “participant-
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controlled data registry” and, in this regard, how PEER will be marketed to prospective 
participants. This application does not address the conduct of any specific research initiatives, 
nor of the researchers who have used, or who may in the future use, PEER or another application 
enabled by the PrivacyLayer settings from time to time.  Each researcher’s respective IRB or 
ethics committee, to the extent required for their work, will establish a protocol for informed 
consent based on the nature of the study or project being conducted and the risks this involves. 
Therefore, such future activities are outside the bounds of this IRB application, except to the 
extent that such requirements are incorporated into the governance of PEER and any end-user 
applications that employ data contained therein. 

Criteria	  for	  Subject	  Selection	  

Recruitment	  
Recruitment of potential participants to allow their data to be included in the “protected data 
store” shown in Figure 1 occurs using stylized links included in the Disease InfoSearch website, 
an online directory of approximately 10,000 diseases and their subtypes that is maintained by 
Genetic Alliance, as well as links posted on other third-party websites, search engines and social 
media, and through targeted outreach using direct mail, telephone calls, email messages, flyers, 
and other materials and methods listed in Appendix C.   
 
However, if a campaign for a particular research purpose is created, such as one associated with 
a condition or disease, then that campaign must submit the specific details (including recruitment 
methods and proposed data use) to the Genetic Alliance IRB or another IRB of the sponsor’s 
choosing.  An example of this is the Community Engaged Network for All (CENA), a Patient-
Centered Outcomes Research Institute (PCORI)-funded effort, which will involve ten (10) 
disease advocacy organizations using PEER to recruit individuals to a patient-centered outcomes 
research project.  The Genetic Alliance IRB will review these 10 projects once PEER has 
received approval from WIRB in response to this application (as amended, if deemed necessary). 

Number	  of	  Participants	  
Since PEER is a registry and not a research study, the number of participants is potentially 
unlimited.  Realistically, however, we expect about 50,000 PEER registrants at the end of twelve 
(12) months, in material part due to use of the platform in support of the PFDD and CENA work; 
and substantially greater use in subsequent years. 

Gender	  of	  Participants	  
PEER will recruit all genders equally (see Appendix D for all common data elements to be 
collected including gender).  Projects using PEER may recruit males, females or other self-
reported genders, differentially depending on the project.  For example, one of the CENA 
projects is focused on individuals with 47,XXY, a condition involving males born with an extra 
X chromosome.  For that project, the recruitment effort is anticipated to focus on males.  
 
We will not exclude pregnant women, since this registry is for individuals interested in health as 
well as disease.  Because people will potentially be registrants for many years, it is possible that 
non-pregnant women will subsequently become pregnant and pregnant women will give birth or 
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miscarry and no longer be pregnant.  Since this IRB application only covers enrollment in the 
participant-controlled data registry, and not in any studies that might be considered by 
participants through such facility (and that will recruit participants based on that particular 
study’s own Research Ethics Committee (REC) or IRB-approved protocol), there is no special 
risk associated with pregnant women for this registry.  This registry will be capturing individuals 
and their data across the lifespan. 

Age	  of	  Participants	  
All participants will be:  

a) Age 18 and above, and who are competent to establish and maintain an account on their own 
behalf so that legally effective informed consent may be obtained;  

b) Children who are under the age of 18, but whose parent or legal guardian is acting on their 
behalf for the purposes of informed consent and ordering medical records from third-party 
record holders.  In the future, if dictated, we may explore the possibility for assenting 
participation by children under the age of 18, which consideration (if pursued) will be 
undertaken in collaboration with the Ethics Board, Genetic Alliance IRB or WIRB, in order 
to ensure that children are properly protected and that such use is amenable under COPA 
rules and other applicable law; or  

c) Anyone else, regardless of age, who is represented by a person who is legally empowered to 
act on the participant’s behalf for the purposes of setting privacy preferences and requesting 
medical records from third-party record holders.   

 
Each of these three groups represent distinct challenges in managing and maintaining a data 
registry, and all three groups are included because the ability to successfully select and manage 
privacy preferences, respond to a self-reported questionnaire concerning the participant, and 
request health records from third-party record holders (and have such requests honored by them) 
are key research topics. 

Racial	  and	  Ethnic	  Origin	  
There will be no limitations on race or ethnicity in recruiting participants.  The user interface and 
instructions are initially only available in English and Spanish.  Accordingly, until PEER becomes 
available in other languages, all participants (or their legally authorized representative) will need to 
have approximately an 8th grade-equivalent competency in reading and writing in English or 
Spanish. 
 
PEER is accessible by desktop and mobile computers using Apple iOS, Microsoft Windows XP or 
later, and Android operating systems, and all major Internet browsers, as well as mobile devices 
such as iPad, iPhone and Android devices.  Users (or persons assisting them) must have a working 
knowledge of and access to such a device. In an effort to overcome the difficulty of including 
populations who lack access to such computer-based technologies, we will continue to monitor 
and test innovative approaches such as use of text messaging in order to expand the appeal of 
PEER to less-advantaged populations. 
 
As an example, in an updated UI currently being developed, the privacy preferences screen and 
other pages within the platform will include a context-sensitive help button at the top of each 
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screen so that any participant who requires assistance can press it to hear a pre-recorded message 
describing the user’s options on that page. 

Inclusion	  Criteria	  
Because clinical trials need individuals of all ages, genders, races and ethnicities, both affected 
by diseases and conditions as well as healthy controls, all individuals are eligible for 
participation in PEER.  Accordingly, there are no special inclusion criteria. 

Exclusion	  Criteria	  
Because PEER is an open registry, there are no exclusion criteria.  All individuals are eligible as 
described above. 

Vulnerable	  Subjects	  
As described above, children and pregnant women may participate.  Other vulnerable 
populations, such as individuals with dementia or impaired decisional capacity, may be enrolled 
by those legally authorized to act on their behalf.  Students and employees are free to register or 
not.  Their registration is not required by Genetic Alliance or any of the entities working on 
PEER.  Moreover, since their data is only shared according to the preferences created by the 
individuals, each person may determine who (if anyone) can discover their information and for 
what purpose(s).  
 
Due to the complexity of state and federal requirements governing the participation of prisoners 
in authorizing access to personal medical data, these participants shall not be approached for 
participation in PEER.  We cannot, however, prevent incarcerated individuals with Internet 
access from registering in the system. 
 
Since this IRB application only covers enrollment in the participant-controlled data registry, and 
not in any studies that might be considered by participants through such facility (and that will 
recruit participants based on that further study’s own REC/IRB-approved protocol), there is no 
special risk associated with pregnant women or vulnerable subjects. 

Recruitment	  Methods/Materials	  
Given the inherent benefit, advocacy organizations and other sponsors that are willing to allow 
individual participants to establish and manage access rights to their own information may elect 
to utilize PEER in lieu of creating a traditional registry or other project-specific database they 
control and which is targeted solely to their interest.   Table 1 below summarizes the methods 
and materials such groups commonly employ to recruit individuals for various campaigns, 
projects, and/or registries.  Similar activities, methods and materials are generally anticipated in 
connection with encouraging individuals to consider participating in PEER.   
 
In the case of such campaigns, these communications and outreach methods will be approved by 
an IRB/REC before they are permitted. 
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Table 1. Anticipated Methods / Materials for Recruitment  

Methods/Materials Description of Implementation  

Radio spots Various advocacy organizations use local radio, sometimes on 
human-interest programs, talk shows and health shows to recruit 
for engagement in their registries. 

Newspapers Advocacy organizations commonly post notices in the newspaper 
for registry recruitment. 

Magazines Occasionally magazines feature advocacy organizations and/or 
campaigns about specific conditions. 

Individuals ‘discovered’ 
through a hospital or 
clinic (ICD-9 codes, 
SNOMED-CT…) 

Hospitals and clinics are permitted to search medical records to 
find individuals with specific diagnoses or phenotypes in order to 
provide better or alternative treatments.  Provided that such 
entities transmit communications about PEER directly to the 
patient (meaning that no person or entity other than the provider 
will have access to PHI), these clinical entities are allowed under 
the healthcare operations and case management exclusions of 
HIPAA to send an invitation to individuals who meet one or 
more of the clinical inclusion criteria for any IRB/REC-
approved study or a registry. 

Broadcast messages A pre-recorded interactive message may be used to describe the 
proposed project to the targeted demographics relevant to the 
specific campaign or registry project. 

Purchased mailing lists 

 

Mailing lists of participants who meet one or more of the 
clinical inclusion criteria for any IRB/REC-approved study may 
be purchased from one or more healthcare payers, federal 
agencies or participant registries established by them, disease 
management groups, accountable care organizations (ACOs), 
pharmacy benefits managers (PBMs), health care providers, 
ancillary care providers, disease organizations, and/or other 
record holders, and used to send a letter to each address.   

Participant base Various health care payers; federal agencies such as the NCI, 
NLM, CDC, VA, MHS, and CMS; disease management 
groups, ACOs, PBMs, health care providers, ancillary care 
providers, disease organizations and/or other record holders 
may mail, fax, or hand transmit a communication or letter on 
their own letterhead to any prospective participant who meets 
one or more of the clinical inclusion criteria for any REC/IRB-
approved study or registry. 
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Methods/Materials Description of Implementation  

Flyers Printed flyers may be included in any correspondence sent to 
any IRB/REC-approved purchased mailing lists, distributed to 
any IRB/REC-approved participant base, and/or provided in 
response to any inquiries or in conjunction with personal 
presentations made regarding any campaign, project or registry. 

Expressed recruitment 
through the proband 

Participants may be asked to share information about a 
relevant campaign, project or registry with family members 
who they believe may have an interest.  
A pre-recorded interactive message or other written 
recommendation within the content of a website may be used 
to encourage such sharing using Facebook, Twitter, LinkedIn, 
direct email messages, and other social media from relevant 
websites, or other traditional methods of sharing such as 
phone and handwritten letter.  Given their respective focus on 
only using information for which there has been prior express 
notice and express consent, we note that neither Genetic 
Alliance nor Private Access retain any of the personal 
information used in such social sharing messages.   

Phone calls A telephone list of participants who meet one or more of the 
clinical inclusion criteria for any IRB/REC-approved study 
may be purchased from one or more health care payers, 
government agencies, or participant registries established by 
them, disease management groups, ACOs, PBMs, health care 
providers, ancillary care providers, disease organizations, 
and/or other record holders, and a live or pre-recorded oral 
message may be used to announce the registry project to persons 
answering calls made to the phone contacts on such list, and/or left 
as a voicemail message for them.  

Text messages Underserved communities are generally more accessible via 
cell phone and SMS messages than Internet technologies.  A 
telephone list of participants who meet one or more of the 
clinical inclusion criteria for any IRB/REC-approved study 
may be purchased from one or more health care payers, 
federal agencies or participant registries established by them, 
disease management groups, ACOs, PBMs, health care 
providers, ancillary care providers, disease organizations, 
and/or other record holders, and a text message may be sent to 
each such number.   

Web postings Various hypertext links, buttons and/or widgets may be posted 
on a variety of third-party websites that include information with 
regard to clinical trials, health information, and/or support services 
for patient populations who meet one or more of the clinical 
inclusion criteria for any IRB/REC-approved study.  
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Methods/Materials Description of Implementation  

Meetings/Conferences Patient meetings, provider meetings, health fairs and so on are 
places that various leaders from DAOs can invite individuals 
in either a booth, table or talk. 

Direct to/through Disease 
Advocacy Organizations 

Genetic Alliance’s network includes more than 1,000 Disease 
Advocacy Organizations.  Genetic Alliance anticipates reaching 
out to these groups to offer PEER as a service to their members, 
including use of methods and materials that employ the 
foregoing methods and materials. 

Methods	  and	  Procedures	  
Please note terms are defined in Appendix A. 
 
Platform for Engaging Everyone Responsibly (PEER) is a registry.  As such, PEER contains 
facilities for input, storage databases, and output features.  These features are illustrated in 
Figure 2, presented below, which provides a high-level view of the components of the PEER 
system.  And the sections immediately following this provide a discussion of each, including the 
components used to fulfill the governance principle that distinguishes PEER from other, more 
traditional registries. 
 

Figure 2 – Major Components of the PEER System 

As shown in this illustration, similar to most registries, PEER consists of facilities for data entry 
(green rectangles), data storage (green cylinders), and data access (orange rectangles).  However, 
PEER also contains several uncommon technological attributes that enable it to function in the 
intended manner (principally the components illustrated in blue and the “virtual” database of 
permissible information).  These are more particularly described in the following sections.  
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Input 
Data entry facilities consist of a survey questionnaire instrument and profile information that are 
acquired through a participant portal that may be customized, as illustrated in Figure 3, for a 
specific population such as the members of a disease advocacy organization or other sponsor.  
Rather than requiring prospective participants to visit a single website URL, a customized PEER 
participant portal may be presented in a secure iFrame located on the host organization’s own 
website.  As shown in Figure 3, the customized portal is able to employ photos and videos, font 
selections, colors, and other thematic elements that are consistent with the theme of the host site.  
 
As indicated in Figure 2, through the portal, prospective participants are able to enter self-
reported de-identified health data as well as personally identifying contact information.  But this 
is where PEER is different than other registries.  Because in order to fulfill its governance 
objective of being 100% participant controlled, the input of this information in PEER is 
accompanied by detailed privacy preferences that the individual enters using PrivacyLayer.  
Thus, the contact information supplied by the individual is initially provided solely in connection 
with the participant’s enrollment in PrivacyLayer (illustrated by the blue rectangle in Figure 2).  
Even the PEER sponsor does not have access to this information unless and until the individual 
participant expressly authorizes this.  PrivacyLayer is an independent service that (in accordance 
with the terms of the EULA between the individual participant and Private Access, Inc.) collects 
privacy preferences for the individual (illustrated by the blue cylinder in Figure 2).  
 
This use of PrivacyLayer to instantiate through Private Access’ proprietary privacy directive 
ontology and rules database the privacy preferences of individual participants, enables PEER to 
function differently than a typical registry.  No one, under any circumstance other than 
recovering from a catastrophic system failure, will have “direct access to the registry” without 
the prior authorization and/or express consent of the individual participants whose data it 
contains.  In the event of catastrophic failure, the data to which such authorized personnel will 
have access is encrypted, or fully de-identified and co-mingled with other chaff data. Prospective 
participants are informed of these protections (and others) as they consider signing up for PEER. 
 

 

Figure 3 – Examples of Customized           
PEER Participant Portals 
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In a specific outreach campaign, such as the HCC or PFDD initiatives described above, the 
Genetic Alliance IRB or another recognized IRB will review an application to conduct the 
campaign.  This will include a description of the purpose of the campaign, and review of the 
outreach documents and information distributed to prospective participants.  Table 2 summarizes 
the status of all IRB approvals for use of PEER in connection with specific research projects, 
including all approved uses, current applications, and applications that have been applied for but 
that are pending review and approval of this application. 
 

 Western IRB Genetic Alliance IRB All Other IRB/REC 
PEER Platform 
 

This application   

Hepatocellular Carcinoma Study 
(HCC) – See Footnote 1, above 

Mount Sinai (NY)  
Tufts (MA) 

 U of Chicago (IL) 
Georgetown U (DC) 

Patient Focused Drug 
Development Initiative (PFDD) 

 Approved  

Free-the-Data campaign  Pending WIRB approval 
 

 

Community Engaged Network 
for All (CENA / PCORnet) 

 Pending WIRB approval  

Table 2: Summary of Current IRB Activity 
 
One of the novel architectural attributes of PEER is that each of the individuals enrolling in the 
registry (e.g., each participant) determines their granular and dynamic information sharing, 
privacy and access preferences.  As more particularly described below (see Figure 6 and related 
discussion), this facility enables each individual to decide when, what information, and with 
whom he or she wishes to share his or her own information, and for specifically what purpose.  
Through use of the PrivacyLayer tools by Private Access, individuals whose information is 
contained in PEER are able to share all or selected portions of their information with as few or as 
many individuals as they chose from time to time.   
 
Currently, a majority of information shared by the individual is self-reported health and lifestyle 
information.  The participant inputs this information in response to “gamified” survey questions.2  
These questions have sometimes been developed by participants, sometimes by disease specific 
communities in concert with their scientific advisory boards, and are sometimes general system 
questions, of which there are currently over 25,000.  If an individual has given permission, their 
responses are included in data used by the Traitwise system to indicate how the participant’s 
response compares to de-identified answers to that question by others (see Figure 4).  Should  
a participant elect not to share his or her de-identified information for purposes of the “Compare 
with Others” feature, he or she nevertheless still sees these comparative results, but Traitwise 
excludes the individual’s de-identified data from being employed in the comparative database to 
calculate such results for others.  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
2	  	   Traitwise,	  Inc.	  provides	  the	  gamified	  survey	  interface	  through	  an	  iFrame	  into	  PEER.	  	  Traitwise	  
only	  collects	  de-‐identified	  information,	  which	  it	  holds	  solely	  for	  Genetic	  Alliance	  and	  that	  is	  
governed	  strictly	  in	  accordance	  with	  the	  PEER	  privacy	  policy.	  	  In	  addition	  to	  being	  de-‐identified	  
and	  encrypted	  when	  in	  transit	  as	  well	  as	  while	  at	  rest,	  this	  information	  is	  associated	  with	  a	  PEER	  
participant’s	  account	  solely	  through	  an	  encrypted	  foreign	  key.	  	  	  	  
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Examples of questions used in a specific campaign (in this case for the PFDD initiative) are 
shown in Appendix E. 
 
In addition to these self-reported responses, PEER participants may also share clinical test 
reports.  For example, in the Free the Data! Campaign, the participant is assisted by PEER to 
upload his or her genetic test results for BRCA1/2 mutations.  Later this year, PEER anticipates 
extending this functionality through use of the Blue Button Plus technology standard to enable 
individuals to assert their right under the HITECH Act to request that the Covered Entities 
holding their information upload standards-based extracts from electronic health records (EHR) 
into PEER, and to enable these individuals to determine what portions of their health record can 
be shared and with whom.  And finally, PEER plans to undertake a project to manage genomic 
profiles of tumors, and genomes and exomes through PrivacyLayer settings.3 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3	  	   Since	  this	  initiative	  will	  be	  undertaken	  with	  a	  number	  of	  academic	  partners,	  we	  will	  apply	  for	  
separate	  IRB	  approval	  for	  the	  project.	  	  A	  number	  of	  these	  extended	  functions	  will	  require	  that	  
the	  individual	  participant	  be	  ID	  verified	  and/or	  to	  demonstrate	  in	  a	  form	  satisfactory	  to	  the	  data	  
holder	  and/or	  Privacy	  Layer	  that	  he	  or	  she	  has	  the	  legal	  authority	  to	  act	  on	  behalf	  of	  the	  subject	  
of	  the	  records.	  	  These	  added	  protections	  are	  more	  particularly	  discussed	  below.	  

	  

Figure 4 – Gamified User Interface, Feedback and Comparisons	  
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Databases	  
The previously described attribute of enabling individual participants through their respective 
PrivacyLayer settings to manage who can discover information about them and for what 
purpose(s) is illustrated in Figure 2, above, as a ‘virtual database’ (and shown therein as an 
orange cylinder).  This is because the actual contents of search results are being mediated by the 
individual’s privacy preferences as though there were an actual database that either contained (if 
permissible) or omitted (if not permissible) the individuals’ de-identified health data and/or 
personal contact information.  
 
In fact, the rules of this “virtual database” are being applied based on the individual’s privacy 
preferences at the time an inquiry is made by an authenticated searcher.  Through applying the 
privacy preferences (e.g., rules) established by the participant before results to the inquiry are 
returned to the searcher, only the data that a participant has given the particular searcher the right 
to discover can be discovered.  And if no data can be discovered (irrespective of whether it is de-
identified or consists of personal contact information), it cannot be accessed, used or exported.  

Output	  
Researchers, disease advocacy group representatives, and others can access the data in PEER 
only in accord with the privacy preferences of the individual participant.  This can be to 
‘Discover’, ‘Make Contact’, and ‘Use or Export’ the data.  From the perspective of PEER, a 
‘searcher’ can be a disease advocacy organization (that has undergone review per a set of criteria 
established by Genetic Alliance, or no review); an individual investigator, group of investigators, 
or all investigators; and/or a data analysis platform or project, such as queries from PCORnet or 
the Global Alliance for Genomes and Health, or a database such as ClinVar, Sage Bionetworks, 
or Synapse. 
 
One of the goals of PEER is to transform the clinical trials recruitment paradigm, so that instead 
of placing the burden on the affected individual, his or her family, friends and their immediate 
caregivers to try and locate the right research studies and other resources for consideration, it 
becomes easier for the right researcher (and/or trial) and other support resources to find the 
participant for whom their work is suited and from which a discussion can ensue between them 
or between the researcher and a medical advisor selected by the participant. Since the ideal 
research study for a given individual may not be immediately apparent – and in some cases, the 
study may not even be publicly announced at the time the individual is seeking to find a research 
protocol suited to his or her condition, this would greatly aid this effort.  And accordingly, 
successfully achieving the foregoing goal relies not only on collecting the relevant health 
information, but also ascertaining clear, concise and non-ambiguous authorization for this 
information to be discovered when this is in accordance with an individual participant’s wishes. 
 
Accordingly, through PEER, all the health information that a qualified researcher is likely to 
need is sought from participants or via inquiries that participants are enabled to initiate with the 
medical professionals who have overseen their care (later in 2014).  This, in turn, permits 
researchers to ascertain if there’s a reasonable chance of a match between the inclusion and 
exclusion criteria of their research protocol and the potential subject; to conduct analyses of 
aggregated de-identified data; and to make contact with those individuals who’ve expressly 
authorized such contact.  As new medical treatments based on discoveries of gene interactions, 
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environmental triggers, in silico associations, and unique signaling pathways that regulate cell 
growth become more common, identifying the best research protocol for an individual’s unique 
circumstances becomes even more critical (and more challenging for research coordinators 
seeking to enroll the best-suited experimental cohort for the pharmacological characteristics of 
the investigational treatment).   

Authority	  (to	  Act)	  
In addition, PEER will use PrivacyLayer to empower each participant, or a person who is legally 
authorized to act on his or her behalf, to indicate (1) who constitutes an authorized user of the 
participant’s information, and (2) in what form. This second step is critical because without the 
participant’s express permission, even the de-identified data held in PEER cannot be discovered, 
used or accessed. And as a corollary, with the participant’s express prior permission, his or her 
health related information may be accessed, analyzed, bookmarked and tagged by the one or 
more medical researchers interested in the information and/or in making contact with the 
participant if the researcher believes that he or she represents a potentially good match for their 
research protocol. 
 
Within PEER, these selections regarding whom a participant permits to use and access his or her 
information are referred to as "privacy permissions." In this system, only the participant (or their 
legally authorized representative) controls access to this information.  In fact, neither PI, nor 
Private Access, nor the data administrator, nor any of the employees associated with any of the 
entities associated with PEER can discover, use, or access a participant’s information without his 
or her advance express permission. And further, the system is designed so that a participant can 
change his or her privacy preference settings at any time, and depending on the circumstance, 
either increase or decrease the amount of information he or she is prepared to allow to be 
discovered, used and/or accessed, or to block further discovery entirely to any and all parties. 
 
These decisions are completely 
up to the individual whose data 
are contained in PEER.  
Accordingly, as illustrated in 
Figure 5, the system requires an 
affirmative representation that the 
individual who created the PEER 
account (the “Account Holder”) 
has the legal authority to act on 
behalf of the one or more 
participants whom he or she 
registers.  As shown, an 
“Important” note accompanies 
this representation that in order to 
perform certain types of activities 
such as requesting records or 
volunteering the participant for a 
clinical study, the Account Holder 
 
 

	  
Figure 5 – Required Representation of Authority	  
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may “be required to verify [his or her] identity and/or demonstrate that [he or she is] legally 
authorized to represent the individual.”    
 
To the extent the Account Holder is merely creating an account and entering self-reported 
information, the representation that he or she is acting on behalf of his or her “child who is a legal 
minor, or a person for whom [he or she has] a legal power of attorney” is accepted as presented.  
Then, at such time as the Account Holder proposes to undertake further actions such as 
requesting access to information held by third-parties, or proposes to establish privacy 
preferences on behalf of the participant that could dictate whether such information may be 
shared with others, such supplemental documentation both of identity and documented proof of 
proper authority to act on behalf of the participant will be required.  However, at this time, none 
of such extended uses of the system are present, and these are not anticipated until Fall 2014 at 
the earliest.  Before extending the functionality to include such uses, as applicable, an oversight 
procedure that has been reviewed and approved in advance by the BioTrust Ethics Team or 
Genetic Alliance IRB will be added. 

The	  Use	  of	  Guides	  
PEER participants are offered the option to make privacy preference selections manually, and/or 
to educate themselves about possible alternative selections through the facility of knowledgeable 
“guides” – each of whom offers suggestions based on their perspectives regarding privacy. 
Figure 6 below provides an example of the Guide Selection Page for a PEER community, in this 
case focusing on pulmonary fibrosis. 
 

Figure 6 – Guides Specific to the Community 
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Because particular conditions and disorders often result in materially different needs, potential 
disclosure risks, and possible benefits associated with allowing for greater levels of accessibility 
and sharing of data, PEER works with the host or sponsoring community, such as disease 
advocacy organizations or ethnic groups, to identify persons who are very knowledgeable about 
the condition and who are willing to serve as “guides”.  In selecting such guides, we encourage 
groups to find individuals who are highly respected within the community; who represent a 
spectrum of views and perspectives based on their respective experiences; and who will take the 
time to thoroughly learn about PEER and the available options for setting privacy preferences.  
 
Once the participant has selected a guide, he or she is taken to a page that describes the 
suggestions this guide has made for individuals with similar attitudes about privacy and sharing 
information as his or her own (see Figure 7).  
 
The participant can review these settings, as well as select a different level of concern about 
privacy that more closely reflects his or her own, and see how the guide’s recommendations 

Figure 7 – Guide recommendations based on different levels of concern about privacy 
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change for that level.  The participant may adopt these selections by selecting “Accept and 
continue”, “Select a different guide” to review suggestions provided by a different guide, or by 
selecting “Customize”, use the selections proposed by the guide as a starting point from which 
to change one or more individual selections to better reflect the participant’s own views and 
objectives.   
 
Once the individual has made selections that are comfortable for who may discover and view his 
or her de-identified information, make contact (or not) using his or her personal contact 
information, and export and use his or her de-identified information, then the participant is 
provided with a confirmation screen for these selections, as in Figure 8 below.   
 

Figure 8 – Confirming clear, concise and non-ambiguous preference settings  
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As described previously, and emphasized by the confirmation descriptions shown on the 
following page, where applicable, each PEER participant is able to select “Allow” or “Deny” in 
order to grant or prohibit specific rights to his or her information; or by selecting “Ask Me”, can 
indicate that he or she wishes to be informed when the one or more individual or entity addressed 
by each item wants greater rights, so that the PEER participant can decide whether or not to 
permit it at that time.  
 
In addition to the options of considering such guide recommendations or configuring these 
settings manually, returning Account Holders are also able to base the privacy preference 
settings for new participants on selections made for themselves (or others) within the account.  
As shown in Figure 9, this 
permits an Account Holder 
with several children to begin 
with his or her own privacy 
preference settings if this 
saves time and results in the 
highest level of confidence, 
or to consider a guide’s 
recommendations if one of 
his or her children faces a 
special circumstance where 
guidance by other members 
of the community might be 
instructive.  
 
The decisions surrounding privacy preferences are a point where consumer opinion surveys 
reveal considerable differences of opinion.4  Moreover, the selection of these preferences 
represents a point of considerable participant vulnerability, and where there is the potential for 
coercion.  Accordingly, as indicated in the above section, selection of these guides, as well as 
their respective guidance regarding privacy options, proposed researchers and research 
proposals, will be subject to continuing oversight by the Governance Board.  

Audit	  Report	  and	  Alerts	  
For the protection of each participant, PrivacyLayer automatically time-stamps and retains an 
audit log that is accessible from each Account Holder’s logged-in account.  This “Activity Log” 
contains information regarding who has accessed the contact information for all participants that 
are registered under the account, as well as any requests that express consent be granted by a 
participant for additional rights to permit a searcher to access personal contact information 
and/or export and use the participant’s information.  
 
Figure 10 shows an example of the activity report generated by PrivacyLayer, which is displayed 
in PEER user accounts.  As shown, the activity log also discloses any access to the account itself, 
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
4	  	   See	  for	  example,	  Institute	  of	  Medicine,	  Beyond	  the	  HIPAA	  Privacy	  Rule:	  Enhancing	  Privacy,	  
Improving	  Health	  Through	  Research.	  Washington,	  DC:	  The	  National	  Academies	  Press	  (2009),	  
showing	  that	  the	  spectrum	  of	  opinions	  held	  by	  consumers	  differ	  widely	  respecting	  who	  should	  
be	  able	  to	  access	  their	  health	  and	  personal	  contact	  information,	  and	  under	  what	  conditions.	  

Figure 9 – Options for Selecting Privacy Settings 
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changes to any of the privacy preference settings for any participant managed through the 
account, and, when express consent has been granted, the disposition of such request and, where 
applicable, a timestamp indicating that subsequent access to the data held in PEER was made 
based on such expressly granted additional rights.   
 
PrivacyLayer also provides “Privacy Alert” tools to automatically inform participants (or the 
individual who is designated in the account profile as being the appropriate contact for the 
participant) when dictated in accordance with the participant’s privacy preferences. These alerts 
(which depending on context may, as illustrated in Figure 11, also be entitled “Research 
Opportunities”) are automatically sent via email or text messages whenever a researcher, 
representative of an advocacy group, or other authorized person or entity using a Private Access-
enabled application requests the right to access, export and/or use any portion of a participant’s 
information in PEER that is subject to an “Ask Me” setting.  
 
Through its use of this functionality, when authorized by the individual participant to do so, 
PrivacyLayer enables interested researchers or others authorized by the participant’s privacy 
preferences to contact a pseudo-anonymized participant whose information was discovered (such 
as when using RecruitSource) – and to preserve that participant’s anonymity at all times.  
 
 

Figure	  10	  –	  Activity	  Report	  
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Upon receipt of a request 
such as illustrated in 
Figure 11, the participant 
(or their authorized 
representative) can decide 
if he or she wishes to 
dynamically consent to 
the request for these 
additional “private 
access” privileges, which 
is effected simply by 
pressing the Green 
“Consent” button; decline 
to grant the data seeker 
this right for such 
enhanced use and/or 
access, which is effected 
by pressing the Red 
“Decline” button; or to 
defer responding to the 
request until he or she has 
had an opportunity to 
think about it further.  
This is effected by the 
participant pressing on 
the Yellow “Snooze” 
button, which allows him 

or her time to think about the request and/or proposed data use, or confer with others about this, 
such as a family member or physician. 
 
To ensure that participants are presented with privacy permission options that provide each 
participant with meaningful consent opportunities and alternatives in a clear, concise and non-
coercive manner, the Ethics Team will from time to time establish participation and disclosure 
requirements with respect to researchers and particular research proposals, advocacy groups, 
support services, and other proposed seekers/users of participant information. As such 
requirements and the process for verifying and authenticating the identity of persons wishing to 
discover, access, export and/or use data via PEER are established by the Ethics Team and/or 
Genetic Alliance IRB, these decisions will be disclosed in materials available to any persons 
considering use of PEER.  

Use	  Cases	  
Listed below, are several examples of the kinds of granular permissions that can be enabled with 
the foregoing PEER functionality: 

• A PEER participant might indicate that all of her de-identified data will be discoverable by 
all researchers whose IRB-approved protocols include a disease or condition that she lists 
in her health profile; 

	  

Figure 11 – Privacy Alerts Enable Dynamic Consent 
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• A PEER participant might indicate that a redacted version of her BRCA1 mutation that 
removes all identifying information from the report may be exported to ClinVar, the NIH 
database of variation in genes; 

• A PEER participant might indicate that all of his de-identified data may be used for a 
particular research study or type of research inquiry; 

• A PEER participant might indicate that a group of researchers designated by a particular 
organization which she trusts, such as a condition-specific support group or medical 
authority, might be authorized to discover her de-identified information, and be able to 
request personally-identifying information about her if one or more of these researchers 
wishes to do so; 

• A PEER participant might respond to a request to make contact that was initiated by an 
authorized researcher who discovered the participant’s de-identified information, and 
dynamically consent to the researcher being granted access to his personally identifying 
information and permitted to make direct contact about a particular clinical trial or 
proposed mode of treatment; 

• A PEER participant might indicate that all of her de-identifiable data may be released to a 
data commons such as ClinVar, Sage BioNetworks’ Synapse, or the Personal Genome 
Project; or 

• A PEER participant might indicate that his de-identified data may be discoverable by a 
researcher who is taking part as a member of a consortium such as the Patient Centered 
Outcomes Research Institute’s National Clinical Research Network (PCORnet) for 
discovery by researchers throughout that network. 

Data	  Analysis	  and	  Data	  Monitoring	  
Not applicable.  We do not propose to analyze the registry data except by the Ethics Team as 
described above in the section on Governance, or by a system administrator to assure the 
technology is operating properly. 
 
Rather, this protocol focuses solely on the PEER registry as a novel system to be used for the 
collection and maintenance of information that is managed by the individuals about whom such 
information pertains.  These individuals will have an opportunity to authorize and/or expressly 
consent to their de-identified information and personally identifying information being available 
for discovery, access, export or use, including whether the individual is open to being contacted 
for future studies, and if so by whom and for what purpose(s).  
 
Accordingly, this application is not for conducting a study, and it does not involve greater than 
minimum risk.   

Data	  Storage	  and	  Confidentiality	  
All participant information, including health survey responses and privacy preferences, will be 
maintained in an electronic form as an integral part of PEER.  The platform itself has been, and 
continues to be, the subject of extensive privacy and security protections, as more particularly 
described herein.  No hard copies of the records located in PEER will be produced.  Only the 
participant who created the information, and those persons who are acting on behalf of that 
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participant to access, use, or discover such information, will be able to do so.  And accordingly, the 
only time that data from PEER with participant identifiers is released is pursuant to the directive 
of the individual participant.	  
 
As a general practice, all electronic information about a PEER participant, including both de-identified 
information and files containing identifiable information, are password protected and additionally 
protected by the encryption, physical security, and the access controls that limit discovery, access, 
export and/or use of any of this information to persons and/or entities that are expressly authorized by 
the participant. Given the confidential and/or highly sensitive nature of the information that PEER is 
designed to hold, and the attention given to enabling each participant (or their representative) to 
manage access in accordance with the participant’s articulated privacy preferences, the system’s 
security is a fundamental attribute. 
  
Security and privacy are both technically and operationally unique, and yet they are related 
architecturally and are coupled (conjoined) repeatedly within the design of PEER and the PrivacyLayer 
service supporting it.  Access to the software is restricted to persons who present a proper username and 
password, as well as correctly respond to challenge questions if the user’s hardware is not recognized 
from a prior valid session.  These user protections are similar to security systems employed by many 
online banking websites, including the use of “site keys” to guard against spoofing and phishing 
attacks.  Similar protections are required for anyone utilizing RecruitSource to conduct searches of data 
in PEER, and are integrated into the sign-in process. 
 
The production systems for PEER and the PrivacyLayer service supporting it are hosted on Amazon’s 
Web Services (AWS), which provide world-class, highly secure data centers that utilize state-of-the art 
electronic surveillance and multi-factor access controls. AWS data centers are staffed 24x7 by trained 
security guards, and access is authorized strictly on a least privileged basis. Environmental systems are 
designed to minimize the impact of disruptions to operations. And multiple geographic regions and 
availability zones allow the system to remain resilient in the face of most failure modes, including 
natural disasters or system failures.  An overview of the latest security processes used by AWS is 
available online at http://aws.amazon.com/security/  
 
In addition to these highly secure facilities and infrastructure, AWS are also protected by extensive 
network and security monitoring systems. These systems provide important security measures such as 
distributed denial of service (DDoS) protection and password brute-force detection. AWS has achieved 
ISO 27001 certification and has been validated as a Level 1 service provider under the Payment Card 
Industry (PCI) Data Security Standard (DSS).  AWS undergoes annual SOC 1 audits and has been 
successfully evaluated at the Moderate level for Federal government systems as well as DIACAP Level 
2 for DoD systems.   
 
PEER’s systems are built on top of the AWS infrastructure, and share in the responsibility for security.  
Our approach to security protocols has been to design, express, and enforce security as bounded 
architectural attributes, shared technical services, and redundant platform operations that occur as 
multiple occurrences throughout the service, both procedurally (user prompted) and systemically 
(automatically), and not merely as single points of occurrence (such as standard user name and 
password authentication and/or authorization techniques). 
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The system is encrypted and monitored at each level, uses secured HTTPS internally as well as 
externally, and in order for an intruder to "hack in" would require simultaneous penetration of 
separately encrypted databases running on different server instances.  This connection must be 
achieved through a physical entry point within a very narrow opportunity window (e.g., a few 
milliseconds), and given the unique nature of the registry is only permitted for a single client record at a 
time or as a single search report across multiple records to which the searcher has data discovery 
permission.  
 
The architecture secures data at a data persistence level by encrypting all transported data between web 
servers and web browsers, including incorporating cryptographically randomized pseudonyms and 
secure API calls for all internal and external web services.  These systems work in conjunction with the 
PrivacyLayer system for access management described above. These systems function to provide 
accessibility for individual account profiles via PEER that are limited to properly authenticated 
Account Holders, and to provide search results via RecruitSource that are limited to properly 
authenticated and authorized researchers. 
 
The security attributes built into PrivacyLayer augment the network, system and platform security 
designed into the AWS environment.  PrivacyLayer serves four key functions: privacy setting 
management, data release authorization, identity management, and privacy-enabled search. This central 
privacy management component provides real-time, system-wide privacy enforcement.  
 
The PrivacyLayer architecture secures data at a data persistence level, so that: 

• All personally identifiable information (PII) is encrypted using symmetric cryptography 
algorithms; 

• All data is encrypted within data backups and redundant data services; 
• No PII is logged, nor maintained, within application audit logs as a measure of security; and 

• No personal information is ever emailed or sent in any notifications. 

Transition	  from	  Research	  Participation	  
Not applicable. 

Risk/Benefit	  Assessment	  

Risk	  Category	  
Minimal risk.  This project has minimal risk because the probability and magnitude of harm or 
discomfort anticipated in the research are not greater than those ordinarily encountered in daily 
life, with the exception of the release of sensitive health information. 

Potential	  Risk	  
The only assessed risk, which is minimal or less given the protections afforded, is the 
hypothetical risk of breach of confidentiality.  In this regard, the primary sources for the risk 
associated with participation in PEER are that of (i) data breach due to a failure of the 
technology to function in the intended manner, or (ii) a breach of trust resulting from a 
participant affirmatively electing to afford access or the right to use some portion of his or her 
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health information to an individual or entity who does not use it in a responsible manner, 
effectively betraying such trust.   

Protection	  Against	  Risks	  
PEER inherently protects participants against the foregoing potential risks to a greater degree 
than is typical, since it gives each participant greater control over the sharing, privacy and access 
privileges with regard to his or her data, in combination with greater transparency in the form of 
the foregoing described activity record.  The potential risk of a breach of otherwise confidential 
data and associated privacy of the participant is minimized by commercial security protocols and 
procedures considered appropriate for this application, including: 

1. Encrypting the data while at rest and in transmission except when displayed in a single 
record, and restricting access to who may view such individual records to authenticated and 
site-key protected access (e.g., to reduce the risk of phishing attacks seeking to trick users 
into sharing information through a counterfeit site), based on project privacy and security 
policy and the participant’s access authorizations;  

2. Assuring that any data in PEER is always de-identified and presented under a randomly 
generated pseudonym when displayed in search results (e.g., for “discovery purposes”), and 
that such pseudo-identifier changes each time the data is displayed;  

3. Empowering each participant with meaningful information concerning (a) their potential 
consent selections and granular privacy preferences that he or she may use to establish from 
time to time, either in advance or on a dynamic (real-time) basis, (b) who can (and cannot) 
access his or her de-identified, pseudo-anonymized, and/or personally identifying data, (c) 
who (specifically) may make personal contact outside the PEER system, and (d) for what 
purpose;  

4. Assuring that such preferences are clear, concise and non-ambiguous to both the individual 
participant as well as a prospective recipient of such information, in combination with 
documenting in a detailed audit log records of any access to the participant’s information, 
their account settings and privacy preferences, when made by anyone;  

5. The security of the databases containing the participant’s information and the fact that the 
de-identified information and personal details about the participant are stored in separate, 
encrypted databases that are only accessible to the participant and to persons whom he or 
she authorizes based upon such privacy preferences;  

6. Maintenance of all health data in a remote, independently maintained location with both 
physical and electronic data security protections; and  

7. Adherence to strict operating standards, security policies, and written procedures that limit 
any access to participant data by all operating personnel.    

 
Given these protections and the architecture of the system, even the Principal Investigator overseeing 
PEER and any system administrator designated by the PI are prevented from gaining the right to use 
or export any of the participant’s health information without being expressly authorized by the 
participant to do so (and which authority is reflected in the activity record).   
 
Access rights for research professionals to conduct searches of de-identified health information, 
discover de-identified and/or pseudo-anonymized information, receive personal information, and to 
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make contact with a participant for the purpose of identifying potential subjects for a clinical trial or 
research study, is exclusively controlled by the individual participant (or their designated 
representative). Moreover, the right to request this authorization from a participant is granted only 
to research investigators who have provided documentation of an approved IRB or REC for their 
respective research study, project, or clinical trial. Any risks associated with a participant in 
considering or becoming involved in any such research is covered in such independent IRB/REC, 
and is therefore beyond this protocol and the associated approval sought, which is simply for PEER 
itself, and not any such research study regarding PEER or proposing to use data contained in PEER.  
 
To the extent applicable, requests for access to patient records held by third-parties (such as clinical 
providers, ancillary care providers, insurers and others, which functionality we anticipate adding to 
PEER later during 2014) will, at all times, be initiated by the individual to whom that request pertains 
or their legally-authorized representative.  As noted above, at the time PEER’s functionality is 
extended to include this capability, associated facilities will be added for (i) identity verification of 
the requesting individual, and (ii) verifying that he or she possesses the proper authority when such 
request is initiated on behalf of a participant rather than merely acting on his or her own behalf.  
 
Once this third-party clinical information is received, PEER will assist the participant to review and 
remove (using redaction tools) any information that he or she does not wish to remain in his or her 
PEER health profile, whereupon the remaining information will be subject to the participant’s 
privacy preferences. As electronic medical record (EMR) technology expands to allow for 
segmentation of data, we also plan to extend the privacy settings in PrivacyLayer to support that 
granularity in each individual participant’s privacy preferences.  
 
The process of setting privacy preferences, described above, helps to ensure that each participant is 
able to take whatever time that he or she believes is needed in making privacy selections, both 
initially when creating such preferences, and in subsequent dynamic consent actions (if sought by 
such selections) in response to Privacy Alerts.  The initial registration process may be stopped at any 
time and recommenced later from where the participant left off.  Additionally, the dynamic consent 
feature illustrated in Figure 11 and described in the corresponding written description provides links 
both for seeking supplemental information about the requesting party, as well as to defer taking any 
action on such requests (based on selecting the “snooze” reminder setting).  These features permit a 
participant to speak with persons with whom he or she wishes to seek counsel for suggestions or to 
make inquiries prior to making any decisions.  
 
Participant protections against unauthorized data access will be enhanced because Genetic Alliance’s 
IRB has a Certificate of Confidentiality which protects identifiable research information from forced 
disclosure in any civil, criminal, administrative, legislative, or other proceeding whether at the 
federal, state, or local level.   

Potential	  Benefits	  to	  the	  Subjects	  
One of PEER’s goals is to completely transform the clinical trials recruitment paradigm, so that 
instead of placing the burden on the affected individual, his or her family, friends and their 
immediate caregivers to try and locate the right research studies for consideration, it becomes 
easier for the right researcher to find the participant for whom their work is suited and from 
which a discussion can ensue between them or between the researcher and a medical advisor 
selected by the participant.  
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Since the ideal research study for a given individual may not be immediately apparent – and in 
some cases, may not even be publicly announced at the time the individual is seeking to find a 
protocol suited to his or her condition – successfully achieving the foregoing goal relies not only 
on collecting the relevant health information but also ascertaining clear, concise and non-
ambiguous authority for this information to be discovered when this is in accordance with a 
participant’s wishes. 
 
The information contained within PEER may be useful in helping participants to learn about 
research studies, clinical trials, and condition-specific support services for which they qualify 
and that focus on their disease or medical condition.  This approach, which (as shown by the 
recent FDA-related work), is also useful to ‘crowd-sourcing input’ by participants, is 
substantially different from the typical situation in which participants must actively search for 
such studies, clinical trials, and support services.   
 
Such traditional approaches are a source of frequent complaints and confusion, both by 
prospective participants as well as by the researchers frustrated by the time, expense and 
relatively low probability of locating a representative and meaningful research cohort.  The 
traditional approach requires considerable time and effort by participants and/or family members 
and friends, who are commonly already overwhelmed by their medical and/or financial 
challenges.  Similarly, from a researcher perspective, legal constraints imposed under the 
traditional method too often pit the researchers’ interest in speed, cost savings, and locating the 
best possible cohort for the desired research project, at least somewhat in conflict with dictates 
under federal and often more stringent state privacy laws.   
 
PEER is architected to make this process much easier for the participant by enabling – with each 
participant’s express permission – researchers and non-profit condition-specific support 
organization personnel who believe that their study, clinical trial, or services may be of interest 
to the participant to contact them directly rather than the other way around. One objective of 
PEER is to make the process of locating a clinical trial and such services far less confusing, and 
to permit this to occur more quickly than using traditional means.    
 
It is possible (in fact, it is anticipated) that at least some PEER participants could be informed of 
research studies and/or clinical trials involving their condition, and for which they may be 
offered the opportunity to be further screened and randomized for potential enrollment.  
Recruitment into a research study that is focusing on their condition (and in the foreseeable 
future, on their uncommon genetic characteristics), for which separate informed consent must be 
obtained by the investigator, may afford additional direct benefits to PEER participants. 
 
From a societal perspective, clinical trials offer an important part of the drug development 
process that is generally considered to be the safest and fastest way to find both treatments that 
work in people and new ways to improve health.  Thus, improving the process by which clinical 
trial cohorts are more efficiently recruited may help to advance the standard of care in the future 
and thereby benefit the lives of persons affected by disease. There may also be direct benefits to 
those PEER participants who are recruited into a clinical trial.  Depending on the participant’s 
condition and the specific research protocol, these include the opportunity to access promising 
new approaches that are often not available outside the clinical trial setting and to receive close 
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monitoring by a research team of doctors and other health professionals that are frequently 
leaders in the field of study.  
 
To the extent that data in PEER may – subject, of course, to express authorization by the 
respective participant – subsequently be exported to the commons, there could be both network 
effects, and additional hypothesis-generating discovery that enables an acceleration of 
translational science and furthers an understanding of human disease. 
 
Accordingly, through PEER and the novel Private Access technologies that power certain 
aspects of PEER, the basic information that a qualified researcher is likely to need is sought from 
participants or via inquiries participants initiate with medical professionals who have overseen 
their care.  This, in turn, permits researchers to ascertain if there is a reasonable chance of a 
match between the inclusion and exclusion criteria of their research protocol and the potential 
subject.  This capacity will be increasingly important as new medical treatments are based on 
discoveries of gene interactions, environmental triggers, in silico associations, and unique 
signaling pathways that regulate cell growth, and where cohorts are anticipated to involve much 
more targeted therapies.   
 
In such cases, identifying the best research protocol for an individual’s unique circumstances will 
become even more critical (and more challenging for research coordinators).  In conjunction with 
PrivacyLayer tools, PEER empowers each participant, or a person who is legally authorized to 
act on his or her behalf, to indicate (1) who constitutes an authorized use of the participant’s 
information, and (2) in what form.  This, in turn, positions participants to benefit from these 
scientific advancements through increasing speed, decreasing cost, and increasing the 
effectiveness in selecting the right persons for the right studies and treatment protocols.  
 
Individuals may be discovered for clinical trials, and may provide critical information to 
characterize diseases.  Individuals may also feel adding to public knowledge, such as the public 
database of variants in BRCA1 and BRCA2, is beneficial to them as a donation to the common 
good.  In all cases, however, in PEER such decisions are strictly up to the individual participant. 

Alternatives	  to	  Participation	  
Since this is not a treatment trial, there is no specific alternative to participation.  Individuals may 
chose not to register, not answer questions, and not share their information. 

Subject	  Identification,	  Recruitment	  And	  Consent/Assent	  

Non-‐Condition	  Specific	  Method	  of	  Participant	  Identification	  and	  Recruitment	  
Individuals are invited to participate through a number of avenues.  Where the outreach efforts 
are not part of a specific campaign, the primary means for outreach is anticipated to be through 
Genetic Alliance’s web resource called Disease InfoSearch (www.DiseaseInfosearch.org).  
 
This resource, also referred to herein as DIS, contains crowd-sourced and curated information 
concerning over 10,000 diseases and their subtypes.  When an individual searches for 
information using DIS, they are offered an opportunity to preview the feature within PEER for 
seeing how the individual compares with others (Figure 12).  
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This facility allows visitors to Disease InfoSearch to answer a few initial introductory questions 
about their condition, after which then they are invited to set up an account (see Figure 13).  To 
the extent the individual expresses interest, this decision redirects the prospective participant to 
the best-suited PEER portal, 
where he or she may register, 
set security protections and 
privacy preferences, and then 
continue to answer questions 
on their own behalf or on 
behalf of the individual 
affected by the condition.  
 
Additionally, each condition 
page of the Disease 
InfoSearch site contains 
references to two alternative 
entry points to a PEER portal, 
namely through the 
Reg4ALL custom portal page 
and/or to participate in 
TrialsFinder.org site.  Such 
appeals are shown in Figures 

Figure 12 – Previewing in DIS the “Compare With Others” Feature of PEER 

 
	  

Figure 13 – Option to Move to the PEER Enrollment Process 
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14 and 15, respectively), and similar offers to check out Reg4ALL or PEER are presented using 
Google Ads placements for individuals expressing interest in conjunction with a searcher’s use 
of the term “Clinical trial”. 
 

 
 
 
 
 
 
 
 
 
 
In a campaign, project or registry, the sponsor will apply to receive IRB/REC approval before 
recruiting individuals.  Appendix F shows screenshots from one such disease specific campaign 
(the Patient-Focused Drug Development project, described in the Background section above).   

Process	  of	  Consent	  
Consent is part of an engagement, based in the Fair Information Practice Principles (FIPP) (see 
Appendix G), which hold that more than consent is important.  Moreover, consent is commonly 
understood to occur in a “static form” that documents (frequently on paper) the decision by an 
individual between “Opting in” and “Opting Out” of participating on whatever terms and 
conditions are established by a study sponsor.  However, the participant does receive an 
information sheet (Appendix H) as part of the enrollment. 
 
PEER is different partly because it is fundamentally not a research study, and partly because we 
rejected as inadequate a mere one-time and one-size-fits-all consent decision in favor of 
PrivacyLayer’s more granular privacy preference settings and the inherently dynamic potential 
enabled by incorporating “Ask Me” as an alternative to “Allow” and “Deny”. 
 
As an alternative, PEER concludes that local community guides - individuals from the 
participant’s community in the case of campaigns, and ordinary people in search of clinical trials, 
better treatments, advancing research and/or gaining access to support services - can assist 
individuals to make an informed and fair decision regarding their preferences.  However, this 
means that engagement is critical, and this is relational rather than simply transactional. 

	  

Figure 14 – Reg4ALL (Registry for All) Portal Page 

Figure 15 – TrialsFinder.org Portal Page 
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As has been emphasized several times previously, individuals are not consenting here for a 
research protocol or study.  PEER is a registry platform, and the various attributes of FIPP are 
dynamically offered to the potential participant.  The participant is empowered to set many 
preferences which constitute the engagement, including (as shown in Figures 7 and 8) –  

1. Whether or not, and if so, how extensively to authorize his or her anonymous (e.g., de-
identified) health data to be discoverable; 

2. Whether or not, and if so how broadly and for what purposes, to authorize such de-
identified health data to be exported and/or used; and 

3. Whether or not to authorize his or her name and contact details to be associated with the 
pseudo-anonymized health information, and if so, how extensively and for what purposes 
may such contact be made. 

 
In addition to the three guides, each offering three levels of privacy settings (corresponding to 
suggestions for individuals who have lower, moderate, and higher concerns regarding privacy 
and/or accessibility of their information), there is an entirely manual option, so that individuals 
do not feel coerced, as well as the option to base selections on an earlier session (see Figure 9). 
 
One of the fundamental attributes of PEER are its dynamic consent tools that empower a 
participant to modify his or her settings as conditions, needs, or perspectives change over time, 
or to designate a wish to be expressly asked before specific rights will be considered.  The ability 
to withhold making a decision regarding data access, export and/or use of otherwise confidential 
information until receiving greater specificity concerning the exact nature of the intended use, 
the identity of the individual seeking such expanded access rights, and his or her background 
may help to inform a meaningful choice between consenting to such data access or declining to 
grant such private access right. 
 
Operationally, from an individual participant’s perspective, this process in PEER takes place in 
seven (7) distinct steps: 

1. In the first step, potential participants sign up for an account by entering their email address 
and an optional referral code if they have one (see Figure 16).  Referral codes come from 
materials distributed by the DAO either paper or elecrtonically (e.g., pamphlets or badges).  
They receive a message on the website telling them to check their email for information 
confirming their enrollment (Figure 17). 
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Figure 16 – Sign up 

 

 

Figure 17 – Notice that a confirmation code was sent 

2. In the second step, potential participants receive an email (see Figure 18) asking them to 
confirm they in fact wish to enroll, and asking them to confirm that they read the information 
sheet approved by Western IRB (Appendix H).  In order to indicate their consent to both, 
they must copy the code provided in the email and return to the website to paste it in. 
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Figure 18 – Email containing Information Sheet and confirmation code 

3. In the third step, participants are given an opportunity to be educated about various options 
(see Figure 6) with respect to who may discover their de-identified information based on 
search terms, medical concepts and Boolean algorithms.  Videos are included from a number 
of individuals describing, in their own terms, various guides’ perspectives regarding 
authorizing data access and/or the use of de-identified, pseudo-anonymized and/or 
personally identifiable information (see Appendix I for transcription of guide videos used 
in the Patient Focused Drug Development Initiative).  Neither PEER nor Private Access 
seeks to influence such selections, but seeks simply to enable community leaders who wish 
to be helpful to others in making intellectually consistent and well-reasoned selections 
respecting consent to their contact information being provided, and enabling an identity-
verified and properly authenticated data seeker to discover, use, access and/or make contact 
with the participant or their designated agent or legal representative.  As shown in Figure 6, 
each participant is also provided an option to compare different guides’ input, or avoid 
being influenced by any guide and rather to make such privacy preference selections 
manually.  

4. In the fourth step, illustrated in Figure 7, participants who elect to review guide suggestions 
are presented for each guide with three possible options, respectively for persons who have 
Higher, Moderate or Lower levels of concerns about privacy and making it easier for others 
to access and share highly sensitive information.  The objective of this is to provide 
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participants with a spectrum of views, including by guides whose personal bias may 
themselves start out from a different direction, but who based on the approach employed in 
PrivacyLayer are asked to respond to those individuals who may have a considerably 
different objective and yet be interested in knowing how the guide would balance what 
they know about the topic with that perspective.  

5. In the fifth step, participants are provided an opportunity to further customize the settings 
from any one of the options provided by such guides (or if they elect to skip the fourth step, 
to make these selections manually). 

6. In the sixth step, once a participant has completed one or all of the foregoing steps, the 
participant is presented with a summary description for all of the selections he or she has 
made, together with a brief explanation of the effect of such selections.  This confirmation 
step is illustrated in Figure 8, which in color selection, the use of icons, and words 
reinforces the preferences to be validated, and provides the opportunity to return to any of the 
earlier steps if desired.  

7. And finally, to the extent that a participant has elected to be notified when a request 
requires that he or she affirmatively consent or decline to consent to access certain 
additional data, then at such time as the event designated by the participant as triggering 
such an option takes place, the participant will receive an “Alert that requires attention,” 
and be provided the opportunity to return to the secure website account, review the 
information provoking such alert, and then consent, decline or defer acting to a later time. 
This seventh step is illustrated in Figure 11. 

 
It should be noted that, as presently implemented, guides are a one-way resource whose purpose is 
principally to assist participants to think about key issues in each guide’s opinion, and to show 
the PEER account holder ways to reflect different perspectives in the PrivacyLayer User 
Interface (UI).  Thus, there are multiple guides and each guide, by design, provides several 
perspectives.   
 
Accordingly, if a participant wishes, a guide’s suggestions can be used as a template from which 
the participant can customize his or her own privacy settings.  Since guides are real people and 
do not mask their identity, it is possible that a system user could contact a guide outside the 
system and engage discussion on a particular topic.  However, this is not anticipated, and is not 
being encouraged presently.  As additional feedback and user experience is acquired, the Ethics 
Team may recommend various issues that guides should consider, for example suggesting that at 
least some guides include as a recommendation that participants periodically review their 
settings and/or highlight this as being a benefit of employing dynamic consent rather than 
unrestricted permission or denial of authority.   
 
At present, there is no standard plan for sending notices to participants, such as to periodically 
encourage them to revisit their settings.  However, to the extent users select privacy preferences 
that require additional, dynamic consent before data in the system may be used, accessed or 
retrieved by anyone other than the participant or persons they have previously authorized, the 
participant would receive a notice whenever such a data seeker requests access to the 
participant’s information. In such cases, the participant would be provided an opportunity at that 
time to base their decision on whether to permit or decline such access and/or use on the basis of 
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information provided about the data seeker and their purpose in requesting access to the 
participant’s data. 
 
It is also possible to create guides that are specific to different communities (for example ethnic, 
condition-based, or geographic) and who offer advice that would take into account cultural 
preferences and specific recommendations while still respecting the autonomy of each individual 
to select settings that are appropriate for him or herself.  Furthermore, an individual is able to 
create subsections for others whom they have legal authorization to represent. This could be 
applied to larger communities as well. For example, a First Nations or Native American elder 
might represent members of the tribe who consent to such delegation of their rights, and in that 
case enroll members choosing specific privacy preferences that might include only researchers 
authorized by the tribe.  In another non-limiting example, the heightened ‘identifiability’ risk that 
is sometimes associated with being affected by a rare disease may be accomplished through the 
testimonial statements made by knowledgeable guides, which can cover this risk, where 
applicable, in the considerations presented for individuals desiring tighter privacy settings. 
 
In earlier pilot testing, user feedback concerning the ease of use of the foregoing described guide 
system was quite positive. When asked how easy or difficult it was to set their privacy 
preferences (defined in the user survey as “choosing a guide and setting your search and contact 
preferences”), 85% of the participants who responded to an optional survey regarding use of the 
system said this was easy (50% “Very Easy,” and 35% “Fairly Easy”). Twelve percent chose 
“Some parts easy; some parts more difficult.” Only 3% chose “Somewhat Difficult,” and no one 
chose “Very Difficult.” 
 
The amount of data that a participant enters into PEER is strictly up to him or her, and this is 
likely to vary widely.  This decision may be informed to some degree by various guide 
testimonials, some of which are likely to indicate the guide’s view that participants with high 
privacy concerns may wish to be cautious about the amount and nature of the data they enter, 
whereas participants with less concerns might consider being much more open about data 
sharing.  As a practical matter, an individual can register for PEER with no more than their name and 
a valid email address, and provide no other information, although this is unlikely.   
 
The purpose of PEER is to help individuals to be “discoverable” by persons they trust, not to provide 
sufficient information as to be considered part of an epidemiological or natural history study or other 
study. As part of the standard questionnaire, subject to individual sponsors’ preferences in curation of 
their survey instrument, all participants will be offered an opportunity to respond to the common data 
elements suggested by NIH for registries.  (See Appendix D - Common Data Elements.) 
 
Private Access's system for selecting privacy preferences is extremely granular in this sense for 
participant-reported information.  As the data acquisition method is extended to include 
requesting third party information, a participant could request that only a particular portion of the 
information held by a third-party data holder be uploaded in hopes that other, more sensitive 
parts be excluded.  However, there is no current standard for such “segmented” data inquiries of 
third parties and, at present, no way to assure that a third-party data holder would abide by such a 
request. 
 
Efforts to address these sorts of issues are ongoing in various standards bodies and by multiple 
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technology vendors, and are likely to improve in the future.  But using current technology, the 
participants’ review of the data included in their health profile affords the best available 
protection.  Editing data files received from third parties may be more difficult, but as the 
opportunity to request and upload information into the PEER search index is added to the 
existing technology, PEER intends to implement Private Access functionality that will enable 
each individual to redact the items included in the search index, thereby adhering to the basic 
philosophy that, at all times, it is the individual participant that asks for a file to be uploaded and 
who specifies who can access the data about them that it contains, and for what purpose.   
 
These new features, and corresponding disclosures regarding them, will be reviewed with the 
Ethics Team (and at their discretion, possibly returned for supplemental review by the full IRB) 
before being included in a public release of the system. 
 
For the protection of the participant, the Private Access system automatically time-stamps and 
retains in an Audit Log a copy of each of the foregoing events and related activity such as login, 
identity verification, and authentication; access based on such authorizations; and requests for 
changes in privacy preferences in accordance with policies established by the individual 
participant using the system.  Information in the PEER audit log will be kept for seven years, 
although there is a filtering key in PEER which allows the user to look at the log entries from the 
past day, month, etc. An example of such Audit Log is presented in Figure 10. 

Participant’s	  Right	  to	  Withdraw	  or	  Remove	  Data	  
Each PEER participant is free to delete health information from his or her account at any time, 
provided that (a) any information he or she has previously authorized be exported and/or used by 
a third-party who does not utilize PrivacyLayer cannot be retrieved, and (b) neither Genetic 
Alliance nor Private Access can take responsibility for the protection and/or destruction of 
information already obtained by researchers based on a participant’s permissions prior to his or 
her decision to delete information or close his or her account.  With these exceptions, the deleted 
health information becomes immediately inaccessible by the participant and cannot be viewed by 
anyone through the PEER system. Similarly, if an individual closes his or her account, all of that 
participant’s health and contact information will become immediately inaccessible to him or her 
and cannot be viewed by anyone through PEER.  In both cases, the deleted information will be 
securely destroyed. 
 
For a limited time, backup systems may still contain the information, although in many cases, 
such information would be difficult, perhaps impossible, to reconstruct.  Audit logs, information 
needed for security and legal purposes, and other non-health information about the participant’s 
account will be retained for a commercially reasonable period of time, and then securely 
destroyed.   

Subject	  Capacity	  
Individuals who do not have the capacity to participate in PEER will not participate unless 
someone who has legal authority to manage their health enrolls them. 

Subject/Representative	  Comprehension	  
Because the guides will be from the same community, and their video recommendations will be 
of approximately 8th grade literacy level, we believe most individuals will be able to understand 
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what is presented.  The earlier survey results from pilot users of the system – many with reading 
challenges – reinforces this conclusion. PEER provides from any page a feedback system to 
permit questions and user suggestions.  

Debriefing	  Procedures	  
Not applicable. 

Consent	  Forms	  
As noted several times in this protocol, PEER is a registry system, and not a research study.  
Moreover, PEER differs from a “traditional registry” by virtue of being 100% participant-centric 
regarding how access to any information provided by or for participants should be restricted or 
shared. Nevertheless, great attention has been given to meaningfully informing each individual 
of his or her range of options for setting privacy preferences. This is provided in a non-coercive 
manner that is clear, concise and non-ambiguous, and which educates the participant on the 
range of options (including the option to defer making a selection until greater specificity is 
provided in a written form).   

Documentation	  of	  Consent	  
Although such documentation – in a traditional sense – is not applicable given that PEER is a 
registry and not a study, the PrivacyLayer tools employed by PEER and described herein provide 
a detailed electronic record including all changes to privacy preference settings, and the use of 
such settings for accessing contact information and/or arranging to export and use information 
that is discovered with the individual’s prior express authorization. 

Costs	  to	  the	  Subject	  
Not applicable.  We do not anticipate assessing any charges for individual participants whose 
information is contained in PEER and/or who utilize PrivacyLayer with regard to their identity 
and/or privacy preferences.  Although a change is presently considered unlikely, this policy may 
change with 180 days (6 months) advance notice.   
 
As noted herein, later in 2014, we anticipate PEER enabling participants to request their records 
from third parties such as hospitals and medical offices.  Although there are state laws limiting 
the amount that can be charged for such records, some providers are likely to assess a copy / 
transfer fee for this information to be uploaded to PEER or made accessible through it to 
researchers. 

Payment	  for	  Participation	  
Not applicable.  We do not anticipate paying individuals to participate in PEER.  

Personnel	  
PEER is the result of a strong collaboration between Sharon Terry, Robert Shelton, and Dixie 
Baker, along with the work of many others.  Robert Shelton contributes his vision for a system 
and method to make health information accessible according to the express wishes of individuals 
with regard to who may discover, access and use their otherwise confidential information, and 
his expertise regarding the technology that enables Private Access and PEER. Sharon Terry 
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contributes her expertise in engaging individuals, families and communities to transform health, 
and Dixie Baker contributes her expertise in health information technology with a special 
emphasis on security, privacy and standards for inter-operability, ease of use, and data sharing. 
	  
Sharon F. Terry is President and CEO of Genetic Alliance, a network of more than 10,000 
organizations, of which approximately 1,200 are disease advocacy organizations.  Genetic 
Alliance engages individuals, families and communities to transform health.  Sharon serves as PI 
for this protocol. 
 
Sharon is the founding CEO of PXE International, a research advocacy organization for the 
genetic condition pseudoxanthoma elasticum (PXE). PXE affects her two adult children.  As co-
discoverer of the gene associated with PXE, she holds the patent for ABCC6, which she has 
assigned to the foundation that acts as its steward.  She developed a diagnostic test and conducts 
clinical trials.  She is the author of over 130 peer-reviewed papers, of which 30 are PXE clinical 
studies. 
 
Sharon is also a co-founder of the Genetic Alliance Registry and Biobank.  In her focus at the 
forefront of consumer participation in genetics research, services and policy, she serves in a 
leadership role on many of the major international and national organizations, including the 
Institute of Medicine (IOM) Science and Policy Board; the IOM Roundtable on Translating 
Genomic-Based Research for Health; the PubMed Central National Advisory Committee; the 
PhenX Scientific Advisory Board; the Global Alliance for Genomics and Health; the 
International Rare Disease Research Consortium Executive Committee; both the Governance and 
Steering Committees of PCORnet; and as Founding President of EspeRare Foundation of 
Geneva, Switzerland.  She is on the editorial boards of several journals and is an editor of 
Genome. She led the Coalition for 21st Century Medicine, which was instrumental in the passage 
of the Genetic Information Nondiscrimination Act (GINA) in 2008.   
 
Sharon received an honorary doctorate from Iona College for her work in community engage-
ment in 2006; the first Patient Service Award from the UNC Institute for Pharmacogenomics and 
Individualized Therapy in 2007; the Research!America Distinguished Organization Advocacy 
Award in 2009; and the Clinical Research Forum and Foundation’s Annual Award for 
Leadership in Public Advocacy in 2011.  In 2012, she became an honorary professor of Hebei 
United University in Tangshan, China, and also received the Facing Our Risk of Cancer 
Empowered (FORCE) Spirit of Empowerment Advocacy Award.  She was named one of FDA’s 
“30 Heroes for the Thirtieth Anniversary of the Orphan Drug Act” in 2013. In 2012 and 2013, 
Terry won $350,000 in first prizes in three large competitions for the Platform for Engaging 
Everyone Responsibly (PEER).  PEER was awarded a $1M contract from PCORI in 2014, of 
which she serves as the PI.  She is an Ashoka Fellow. 
 
Robert H. Shelton is the founder and CEO of Private Access, Inc., the vendor supplying key 
components of the PEER technology, including the interactive educational and registration 
system; the PrivacyLayer tools for setting privacy preferences; and the RecruitSource application 
that enables researchers to search for and make contact with participants (provided this is in 
accordance with the express permission of one or more participants in the registry). 
 



	   –	  43	  –	  

Robert conceived of the underlying technology for Private Access in 1996, and shortly thereafter 
filed for a provisional patent on an “Internet and/or intranet based database search system and 
method for conducting searches of highly confidential records such as individual participant 
medical records and to automate the process of securing required approvals to make such records 
available to a properly authorized and authenticated requesting party.” Robert formed Private 
Access in late 2006, shortly after receiving a notice of allowance on the patent maturing from 
this application, U.S. Patent No. 7,028,049.  Subsequent to the issuance of the ‘049 patent, 
Robert has authored eight patent applications, of which three have issued as utility patents and 
the others remain pending.  All of these patents have been assigned to Private Access. 
 
From its inception, Private Access sought to focus the technology of the ‘049 patent on ways to 
ease the challenges of participants locating clinical trials for their conditions and medical 
researchers more easily locating cohorts of subjects suited to their investigations.  In addition to 
his earlier intellectual property filings regarding “privacy-enabled search,” the company 
represents the culmination of Robert’s varied experiences ranging from being the parent of a 
child who was prenatally diagnosed with a rare chromosomal condition, having headed a 
national non-profit disease advocacy group, and in health care information systems, as an 
inventor and serial entrepreneur.  In 2009, Private Access won the “Hot Product” award at the 
TEPR (Electronic Patient Records) conference, and was selected by Forbes as #12 on its list of 
America’s Most Promising Companies. In 2010, Healthspottr named Robert as #86 on its list of 
the top 100 persons in healthcare. 
 
Robert has testified on the topic of cutting-edge technologies for consumer choice before 
numerous public and private groups. These include the Harvard Privacy Symposium (“Privacy 
and Technology:  Giving Patients Control Over Their Health Information”), the Health 2.0 
conference (“Getting Past the Privacy Conundrum”), and the HHS Secretary’s Advisory 
Committee on Genetics, Health and Society (“Consumer-Empowered Genomic Data Sharing 
Model”). In addition, he was an invited presenter before the Security Tiger Team, appointed by 
the Office of National Coordinator for Health IT; and at the International Association of Privacy 
Professionals (IAPP); the Institute of Medicine (IOM) Workshop Series on Electronic 
Infrastructure for the Learning Healthcare System; the National Cancer Institute, the Future of 
Personalized Medicine Policy Forum, and a Cold Springs Harbor symposium, Accelerating 
Genomic Research With Privacy Protections, among others.  
 
In addition to Private Access, Robert served as a director and for seven years as chairman of 
KS&A, a national 501(c)(3) group serving several genetics-based conditions. He co-chairs the 
Privacy Task Force for PCORnet.  Robert has an undergraduate degree in Public and 
International Affairs from George Washington University, and an MBA from The University of 
Texas at Austin. 
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Dixie B. Baker is a Senior Partner with Martin, Blanck & Associates.  Prior to joining Martin, 
Blanck, and Associates in 2012, Dr. Baker was a Senior Vice President and Technical Fellow at 
Science Applications International Corporation (SAIC), where she served as the Chief 
Technology Officer (CTO) for the firm’s health and life sciences business.  Since May 2009, Dr. 
Baker has served as a member of the Health Information Technology (HIT) Standards 
Committee (HITSC).  She chairs the HITSC’s Privacy and Security Workgroup and the 
Nationwide Health Information Network (NwHIN) Power Team.  She also serves on the HIT 
Policy Committee’s Privacy and Security Tiger Team, which advises the Office of National 
Coordinator (ONC) for Health Information Technology regarding national policy to protect the 
security of electronic health information, and the privacy of healthcare consumers; and co-chairs 
the Security and Privacy Committee of the Global Alliance for Genomics and Health.   
 
Dr. Baker has performed research and engineering in high-assurance architecture and 
information protection throughout her over 30-year career; and since 1995, has applied her 
expertise primarily to the health and life sciences.  In the late 1990s, she served as Principal 
Investigator for the Patient Centered Access to Secure Systems Online (PCASSO) project, a 
National Library of Medicine-sponsored research project that is widely regarded as ground-
breaking in empowering consumers to safely and securely access their medical information over 
the Internet. She provided testimony to the National Committee on Vital and Health Statistics 
(NCVHS) as input to the development of the Health Insurance Portability and Accountability 
Act (HIPAA) security standards, and guidance toward technology solutions for protecting the 
confidentiality of health records released to third parties.  
 
Dr. Baker is a Fellow of the Health Information Management and Systems Society (HIMSS) and 
a member of the HIMSS Privacy and Security Committee.  She holds a Ph.D. in Education 
Research Methodologies, and an M.S. in Computer Science from the University of Southern 
California, as well as M.S. and B.S. degrees from Florida State University and Ohio State 
University, respectively.  Dr. Baker is the recipient of numerous industry awards, including 
having been named one of 10 most influential persons in US healthcare privacy and security in 
2013.  She has published and lectured extensively in a number of technology and health-related 
areas, including information protection, high-assurance architecture, electronic medical records 
security, and Internet safety. 


